FACULTY OF COMPUTING AND ENGINEERING SCIENCES

Full time academic load is three courses. All students are required to register for full load in the first semester.

MS Cyber Security

The MS (Cyber Security) program is of 2-years duration and is offered in the evening. It requires
35 credit hours, including 4 core courses (3 credits each), 5 elective courses (3 credits each) and a
thesis (2 x 3 Credits). Although the institutional administration emphasize and encourage
students to undertake research, they can take two courses in lieu of research. If student opts for
course work only, he/she is required to complete 11 courses of 03 credit hours and 02 General
Education courses of 01 credit hour each. For Research based stream, the student is required to
complete 11 courses (29 credit hours) and two Independent Research Studies (6 credit hours) OR a
Thesis (6 credit hours). The maximum time limit to complete the MS (Cyber Security) degree is 4
years.

The MS (Cyber Security) program has been designed to give students the option to be part of a
innovative IT solutions such as mobile technology, Online banking and electronic government
services into everyday use. However, with so many e-solutions and such extensive use of the
Internet, attention needs to be turned to the security issue. Cyber systems require innovative and
secure IT solutions for everyday use. The goal of the program is to enable students to apply
scientific and technological development in building a secure information society. The aim is to
make technology-driven solutions to secure cyberspace. Moreover, to allow students to have
hands-on digital forensics experience, this deals with the investigation and recovery of
information found in digital devices to identify computer-based crime. The area is becoming
critical for both data security and law enforcement. MS in Cyber Security offers strong expertise
for a career in securing and managing the cyber society. The maximum time limit to complete the
MS degree is four years.

Key objectives of the program are as follow:

PEO-1 Recognize and evaluate security requirements and issues in organizations using IT
systems.

PEO-2 Assess cyber security risk management policies to protect an organization's critical
information and assets adequately.

PEO-3 Measure the performance of security systems within an enterprise-level information
system to maintain and update an enterprise-level information security system.

PEO-4 Implement continuous network monitoring and provide real-time security solutions.

Research Based Stream Course Work Based Stream

First Semester First Semester

CYS5101 Applied Cryptography CYS5101 Applied Cryptography

CYS 5103 Network Security CYS 5103 Network Security

CYS 5102 Information Security CYS 5102 Information Security

CYS 5110 Understanding of Holy Quran-I OR CYS5110 Understanding of Holy Quran-I OR

CYS 5xxx__Ethics and Morality-I (For Non-Muslims) CYS 5xxx__ Ethics and Morality-I (For Non-Muslims)

Second Semester Second Semester

CYS 5201 Digital Forensics CYS 5201 Digital Forensics

CYS 5xxx__ Elective-I CYS 5xxx__ Elective-I

CYS 5xxx  Elective-II CYS 5xxx  Elective-II

CYS 5210 Understanding of Holy Quran-II OR CYS 5210 Understanding of Holy Quran-II OR

CYS 5xxx__ Ethics and Morality-II (For Non-Muslims) CYS 5xxx__ Ethics and Morality-II (For Non-Muslims)
s
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Third Semester

Third Semester

CYS 5xxx  Elective-III

CYS 5xxx  Elective-III

CYS 5xxx  Elective-IV

CYS 5xxx  Elective-IV

CYS 5109 Thesis (Part-1) /IRS-I

CYS 5xxx  Elective-V

Fourth Semester

Fourth Semester

CYS 5xxx  Elective-V

CYS 5xxx  Elective-VI

CYS 5209 Thesis (Part-II) /IRS-II

Electives Courses

CYS 5234 Network Penetration Testing and
Countermeasures

CYS 5237  Security in Mobile and Wireless
Networks

CYS 5332 Ethical Hacking

CYS5334 Malware Detection and Analysis

CYS 5232 Blockchain and Crypto Assets

CYS 5333 Intrusion Detection and Firewalls

CYS 5235 Reverse Engineering and Malware

Analysis

Deficiency Courses

Programming Fundamentals (Core Programming Course)
Data Structures & Algorithms OR Design & Analysis of Algorithms
Computer Networks

Pre-Requisites:

CYS 5xxx  Elective-VII

CYS 5335 Security and Privacy for the Smart Grid

CYS 5233 Machine Learning for Cyber Security

CYS 5337 Security Modelling and Analysis of
Mobile Agent Systems

CYS 5236 Security in Ad Hoc Sensor Networks

CYS 5336 Security in Cloud Environment

CYS 5231 Advanced Topic in Cyber Security - I

CYS 5331 Advanced Topic in Cyber Security - II

CYS 5238 Research Methodology

DISTRIBUTION OF CREDIT HOURS

Course type Min No. of Courses Min

No. of Credit Hours

Core Courses 4x3 12
Electives 5x3 15
Thesis 2x3 06
Total 33

For any advanced course, pre-requisite course must have been taken before.
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